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Midsize companies with big plans to 
grow understand that in addition to 
great products and services, they need 
business processes that contribute to 
their overall operational excellence. For 
starters, they need full-function busi-
ness applications to advance visibility 
and control over key areas of their busi-
ness. On-demand applications – also 
known as “software as a service” –  
offer midsize companies these advan-
tages along with reduced operational 
complexity, reliable security, privacy 
protection, and high availability.

The SAP® Business ByDesign™ solution 
is an integrated, adaptable, on-demand 
business solution that is managed, mon-
itored, and maintained by SAP experts. 
On-demand access to the solution and 
your business data for SAP Business 
ByDesign requires only a standard Web 
browser, thereby simplifying your IT 
requirements.

Advances in reliability of data centers, 
encrypted Internet connections, and 
current operational technologies make 
SAP Business ByDesign comparable  
in security to on-site installations.  
SAP’s extensive experience and global 
resources help to ensure that the secu-
rity and compliance support for SAP 
Business ByDesign exceed what most 
midsize companies can manage with 
their own resources.

This paper focuses on the physical and 
software security functionality built into 
SAP Business ByDesign.

Secure Web-Based Access to  
Your Business Information

Connecting to the SAP Business  
ByDesign solution and data is simple  
for customers but difficult for attackers 
or unauthorized personnel. To safeguard 
your solution and business data, SAP 
provides security through multiple levels 
of both physical and software defenses. 
The SAP Business ByDesign solution 
and the SAP Business ByDesign Busi-
ness Center – a portal where prospects 
and customers, for example, can view 
product demonstrations and white  
papers and participate in online commu-
nities – have secure access through a 
combination of dedicated on-site links, 
virtual private networks (VPNs), and 
unique user IDs and passwords.

The on-site link, a crucial element of  
the SAP Business ByDesign topology, 
is a connectivity appliance that controls 
access from your browsers to your on-
demand proprietary information. From 
your network, the on-site link creates a 
dedicated, trusted connection using  
encrypted VPNs to the data center 
running SAP Business ByDesign, allow-
ing access only to authorized parties. 
This combination of security techniques 
prevents a third party from gaining  
access to your information, even with a 
stolen user ID and password, because 
they are not connecting through your 
physical on-site link. This unique archi-
tecture also isolates customer-specific 
business data so that SAP customers 
cannot access the data of other SAP 
customers.

Comprehensive Security  
for SAP® Business ByDesign™
A Secure Way TO GROW Your  
Business – On Demand

Midsize companies needing 
robust business applications 
that are simple to use and 
manage can turn to the 
SAP® Business ByDesign™ 
solution. Operated and 
maintained by SAP, the solu-
tion simplifies your IT infra-
structure, making it easy to 
maintain while providing  
security comparable to an 
on-site installation.



Role-Based Access and Security

You control who accesses your SAP 
Business ByDesign solution through 
segregation of duties via role-based  
access management within the solution’s 
work centers. Access can be fine-tuned 
to reflect the areas of responsibility of 
individual users, which means you don’t 
need SAP to set up and manage your 
SAP Business ByDesign accounts.

Data Center Protection and 
Privacy

The data center that supports SAP 
Business ByDesign incorporates multiple 
safeguards for physical data security and 
integrity. It also provides high availability 
of your business data through the use 
of redundant networks and power 
systems.

Asset Protection and Data Integrity
SAP follows operating best practices for 
data centers by deploying computation 
and storage parts of the solution over 
separated fire-safe areas to support  
disaster recovery in the event of a fire. 
For data backup and recovery purpos-
es, a redundant hardware storage  
system performs regular backups. To 
provide enhanced data integrity, SAP 
Business ByDesign uses an advanced 
database management solution to store 
customer data and securely isolate 
each customer’s business information 
in its own database instance.

Power Backup and Redundancy
The data center maintains multiple con-
nections to several power companies, 
making a complete power outage highly 
unlikely. Even if the local power grid 
fails, the data center supporting SAP 
Business ByDesign has an uninterrupt-
ible power supply for short-term outag-
es and a diesel generator backup  
power supply for longer-term outages. 
Therefore, power interruptions or out-
ages are unlikely to affect customer 
data or solution access.

Restricted Physical Access
The current data center, located near 
SAP headquarters in Germany, is 
manned 24x7, 365 days a year. A bio-
metrics security system restricts ac-
cess to authorized personnel, and the 
data center is partitioned so authorized 
personnel can access only their desig-
nated areas.

Data Encryption
SAP relies on transport-layer security 
encryption technology via VPNs to  
prevent unauthorized parties from inter-
cepting network traffic. The required 
encryption software for customers is part 
of up-to-date client operating systems 
and browsers.

Network Security
The network for SAP Business  
ByDesign employs a number of tech-
nologies. The multilayered, partitioned, 
proprietary network architecture permits 
only authorized access to the data center 
that supports SAP Business ByDesign 
with features that include:
•	Reverse proxy farms that hide the net

work topology from the outside world
•	Multiple Internet connections to mini-

mize the impact of distributed denial 
of service (DDoS) attacks

•	An advanced intrusion detection  
system that continuously monitors 
solution traffic for possible attacks

•	Multiple firewalls that divide the  
network into protected segments  
and shield the internal network from 
unauthorized Internet traffic

•	Third-party audits performed through-
out the year to support early detec-
tion of any newly introduced security 
issues

Assigning work cen-
ters to users gives 
them the back-end  
access rights to the 
data and functionality 
in that work center. 
What users see exact-
ly matches the appro-
priate access rights, 
which simplifies 
training. 



Set Security with User Access
Access to data is restricted by types of 
users. SAP Business ByDesign is set 
up for the following:
• Key users can access the SAP  

Business ByDesign Business Center 
to configure the solution and grant 
and revoke access to end users.

• End users use SAP Business  
ByDesign according to the authoriza-
tions granted them by key users.

• Support users can access a produc-
tion installation of SAP Business 
ByDesign for maintenance purposes 
only. Their actions can be supervised 
by the customer in application shar-
ing, which is just one form of remote 
connection. Remote logon to the  
customer’s solution in the data center 
is also monitored and recorded.

Keep Roles Distinct and Separate  
with Work Centers
Functionality within SAP Business 
ByDesign is grouped into work centers. 
Your end users are assigned the work 
centers they need to perform their  
job (for example, supplier invoicing or 
outbound logistics). Assigning a work 
center to a user automatically provides 
that person with the back-end access 
rights needed to access the data  
and functionality in that work center.  
The functionality the user sees on  
the solution interface exactly matches 
their appropriate access rights, which 
simplifies training.

You can restrict rights by specifying 
that a person can work only for a  
certain department in a work center. 
For example, a user can be restricted 
to work on sales orders for a specific 
regional office but not for any other  

region. Processes for creating users 
and managing their access rights are 
tightly integrated with relevant HR pro-
cesses that map to your organizational 
structure.

Prevent Business Conflicts with 
Segregation of Duties
Segregation of duties (SoD) helps re-
duce the potential for damage from the 
actions of one person who could carry 
out and conceal errors or irregularities 
in the course of performing day-to-day 

business operations. By applying seg-
regation of duties through user authori-
zations, SAP Business ByDesign offers 
a high level of control for multimodule 
software. The solution enables you  
to build effective and efficient internal 
controls – based on a catalog of pre-
defined SoD rules – to avoid common 
business conflicts.

Make It Easy to Comply with 
Regulations

Quality standards and regulations  
for accounting-relevant systems help 
ensure that data is stored, processed, 
and retrieved in an accurate, orderly, 
and timely manner to provide a com-

plete view of a company’s financial  
situation. SAP Business ByDesign 
helps companies meet the quality  
requirements from common standards.

Features that support compliance  
include but are not limited to:
•	Journal entries that carry the com-

plete information necessary to identi-
fy the respective business transac-
tion and trace it through references 
to the underlying source documents

•	Number ranges that support the abili-
ty to distinguish entries from each 
other so they can be retrieved pre-
cisely in every situation. By default, 
accounting-relevant data cannot be 
deleted, and all changes made to fi-
nancially relevant data are recorded 
in a change-history log. As a result, 
SAP Business ByDesign helps cus-
tomers perform audits.

•	Documentation of the software solu-
tion that includes not only procedure 
and task descriptions for end users 
but also detailed technical descrip-
tions explaining the processing and 
storage of data

Secure, On-Demand Business 
Solution

SAP Business ByDesign offers cus-
tomers an integrated solution that is 
easy to use and easy to configure. If 
you are considering an on-demand 
business solution, SAP Business 
ByDesign experts would like to discuss 
your specific requirements.

Please call your SAP representative  
or visit us on the Web at  
www.sap.com/bydesign for more 
information.

SAP follows operating  
best practices for data  
centers by deploying hard-
ware and software (data-
base) components over  
various fire-safe areas to 
support disaster recovery.

www.sap.com/bydesign
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Summary 
To successfully compete with enterprises of all sizes and capabilities, midsize companies 
need business applications that connect their internal processes and give them control over 
their business. But they need this with reduced IT complexity and enhanced usability.  
The SAP® Business ByDesign™ solution is on-demand business software that is managed,  
monitored, and maintained by SAP experts, simplifying IT requirements and providing clear 
cost of ownership. As an integrated, adaptable business solution, it gives you visibility and 
control over key areas of your business.

Business Challenges 
•	Run comprehensive business software at clear cost, reduced complexity, and minimal  

IT effort
•	Achieve security, privacy protection, and availability of your business software and data
•	Support users in their daily activities with business software that reduces the learning 

curve and is easy to use

Supported Business Processes and Software Functions
•	Network security – Use sophisticated technology, such as virtual private networks (VPNs), 

to secure data network transmissions and guard against unauthorized access
•	Data security – Keep your critical business data safe by taking advantage of both physical 

and software defenses
•	Business operations – Minimize business conflicts involving your personnel with rules 

and workflow functionality built into work centers and segregation of duties

Business Benefits 
•	Establish a clear total cost of ownership with an IT infrastructure and support that  

minimizes your IT resource requirements
•	Reduce the risk of data theft and business disruption by leveraging the skills of SAP  

experts to maintain the reliability, availability, and privacy of your business software  
and data

•	Increase your employees’ business focus with a simple-to-use business solution that 
lets them think in terms of business-language administration instead of the details of  
information technology

For More Information
Call your SAP representative or visit us at www.sap.com/bydesign to learn more about 
SAP Business ByDesign.
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